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Development of defense technology against Sybil attacks

Ren Zehua

(Xi'an Jiaotong University, School of Telecommunications, Xi'an 710049)

Abstract: This paper gives an in-depth introduction to the development of the Sybil attacks which is most
commonly encountered in distributed networks. Describes the name source of the Sybil attack and the potential
threats. The simple classification of Sybil attacks is based on three aspects: communication method, identity
source, and simultaneity. Compares the degree of damage of different types of Sybil attacks against various
protocols in P2P networks. In the specific introduction of the defense algorithm, there are mainly three stages:
the prevention method based on resource testing and security certificates, the Sybil detection method based on
the social network graph and the Sybil attack detection method based on the trust model and conventional
behavior. For the first stage, we focused on the node detection method based on resource testing; for the second
stage, we focused on the methods of SybilGuard, SybilLimit and SybilDefender; for the third stage, we focus on
the trust evaluation method based on fuzzy logic reasoning. Finally, we briefly analyzed the beneficial
applications of the Sybil attack. The future direction of the attack and defense game against Sybil attacks is also
analyzed. It is concluded that it will develop in the direction of combining with artificial intelligence and big
data.
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