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Abstract: With the increasing popularity of the mobile Internet today, telecommunications
network fraud is becoming more and more rampant, and these fraudulent activities often present
the characteristics of posing as multiple identities and gang cooperation. This paper uses the
defense technology for common sybil attacks in peer—to—peer networks to detect and identify
potential fraud groups in telecommunication networks. We selected several real social network
models as experimental data sets, compared the detection accuracy of several classic detection
methods based on network topology in real network environments, and found the most suitable
algorithm for telecommunications network fraud detection. Finally, we introduce the user’ s
characteristics into the detection data, use Bayesian, KNN and other machine learning algorithms
to classify users, and combine them with the previous graph model algorithm, which greatly
improves the detection accuracy of scam gangs, for early identification The discovery of online
fraud groups has made a certain contribution to maintaining the security and stability of
cyberspace.
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